SSD Secure Erase

Parted Magic Forever
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Requirements

USB flash drive (4 GB or larger)

Rufus app (download later)

Parted Magic Pro tool (download later)
(If available) Internet connection



Download Rufus

From the URL below, download the Rufus Portable version

rufus-4. 15. exe ‘ Ak Windows x64

2026.06.30

|rufu5—ﬂl, 15p. exe Portable Windows x64

2026.06.30

rufus-4. 15 x86. exe b 2 Windows x86
rufus-4. 15 arm64. exe =i Windows ARM64

At the time of writing, the version is 4.15

2026.06.30
2026.06.30

Rufus — Download
https://rufus.ie/ja/#download



https://rufus.ie/ja/#download

Download Parted Magic Forever

1. In a web browser, open the URL below and enter your username and password
2. Download Parted Magic Forever (ISO image file)

® mcutacip Index of /netinstall/PartedMagic

This site is asking you to sign in.

Name Last modified Size Description

& Parent Directory. -
README .txt *{}lﬁ—lﬂ-ﬂﬂ 09:51 324
@Imgwllﬂzﬁ—lﬂ-ﬂﬁ 08:13 2.2G

Username

Password

At the time of writing, the version is
26.09

@ [ Cancel |

Username (e.g.): zz000

Download Parted Magic Forever
4 https://imc.tut.ac.jp/netinstall/PartedMagic/



https://imc.tut.ac.jp/netinstall/PartedMagic/

Write Parted Magic Forever to the USB flash drive

1. Insert the USB flash drive and confirm detection s sy skl - :

2. Launch Rufus and click the [SELECT] button k54T T0/C4

3. Select the Parted Magic Forever ISO image file | 74

4. Click the [START] button | SO OREE

5. Select [Write in ISO Image mode (Recommended)] — - 10

6. Click the [OK] button | ®AFEEOYA o

7. Click the [Yes] button *1 : 3 fz
e . . | =Tl G-tk AT

8. When writing is complete, click the [CLOSE] button = 508 £1(4 UEF

*1: If there is no Internet connection, select [No] R ————

LAY AT>ay
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Boot the OS from the USB flash drive

Hold down the [Shift] key and restart Windows
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Select [Use a device]

Choose an option

Continue Turn off your PC

Exit and continue to Windows 11 O

Use a device

Uze a U5SE dnve, network connechion,
or Windows recovery DWD

Troubleshoot

Reset your PC or see advanced ophons




Select [Linpus lite]

© TIMADER

EFl Network EF DVD/CDROM
‘ () .
Cr

FJDI

%




Select [1. Default settings]

Parted Magic uer| Boot Meny

workarg
Linux NVIDIA dr iver
r-yv =xx




Select [Erase menu]

Time Config

System Profiler Disk Health

Erase menu

&

Parted Magic Parted Magic
ddrescue Testdisk

Parted Magic
Virus Scanner

Y

Firefox

Display
fcgi'\

Parted Magic
Drive Grader

Parted Magic
File Manager

Parted Magic
Clonezilla

Parted Magic
Mount

Parted Magic
Erase

¢

VisParted

%

Parted Magic
Clone

Read:

System Uptime

Processes: 377
sorted by

rg
g
xfced-screensho
xf
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Running:
CPU usage)

CPU

y MEM

xfced4-screensho

kworker/u81:1-rb

2 ¢) [ A
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09:26




Select [Erase]

= Parted Magic — Disk Eraser

B Disk Eraser

FIRMWARE ERASE — ATA [/ 5C51/ NVMe OVERWRITE WIPING — NWIPE (DBAN), FREE SPACE

Erase — SATA, SAS, NVMe and eMMC drives wipe — Block wipe [ DBAN replacement

PSID Unlocker — TCG Opal [ SED Revert Wipe Free Space — Erase deleted files

ATA Security Disable — Remowve ATA password VERIFICATION

Disk Verifier — Confirm the drive reads zeros

Sleep — Suspend to RAM to unfreeze drives




Find the SSD to be disposed of

[@3 Parted Magic — Erase

1 Select

B Erase Disks

BOOT / SYSTEM DRIVES (protected)

3 System drive(s) detected: /dev/sdb
= These drives contain the running operating system and cannot be selected for erase

Jdev/sdb TransMemory

NVME DRIVES

Jfdev/nvmednl WD_BLACK SN850X 4000GB 4TB DISk NVME SANITIZE Block Erase w

If the SSD to be disposed of is not
found, click this button

Verify after erase  Sample:  100% B show Block Wipe Email log to: Report server:

o5 NIST Purge o5 DoD 5220.22-M B cert Info... ™) Destroy... -+ Continue

@ sleep . Re-detect & select All @ Help [Light] Sound Summary Popup | Test @ qQuit




et the checkbox for the SSD to be disposed of to ON

@ Parted Magic — Erase

Y Erase Disks

1 Select

BOOT / SYSTEM DRIVES (protected)

® System drive(s) detected: /c
¥ These drives contain the runnir re

Jdev/sdb TransMemory

NVME DRIVES

Jdev/nvmednl WD_BLACK SN850X 4000GB 4TB D i Sk NVME SANITIZE Block Erase =

BLOCK WIPE (NO HARDWARE ERASE)

A No hardware erase command is supported by these drives. This includes USB-connected drives and driy firmware does not support Sanitize or Secure
Erase. Each drive is wiped with the method selected in its dropdown (default: single-pass Zero Fill). Meets NIST SP 8( 8r2 Clear (standard write interface)

¥ /dev/sda Fanxiang 5101Q 256GB 2 5 6G B D I S k BLOCK WIPE RAID LUN Zero Fill

Set the checkbox for the SSD to be
disposed of to ON

Verify after erase  Sample:  100% B Hide Block Wipe Email leg to: Report server:

& NIST Purge o DoD 5220.22-M B cert Info... ) Destroy... -+ Continue

@ sleep C Re-detect B select All @ Help [Light] Sound Summary Popup | Test @ Quit




lick [NIST Purge]

Parted Magic — Erase

B Erase Disks

8 Select

BOOT / SYSTEM DRIVES (protected)

® System drive(s) detected: /d

These drives contain the running ating system and cannot be selected for erase

fdev/sdb TransMemaory

NVME DRIVES

/dev/nvmednl WD_BLACK SN850X 4000GB NVME SANITIZE Block Erase w

BLOCK WIPE (NO HARDWARE ERASE)

A No hardware erase command is supported by these drives. This includes USB-c

onnected drives and drives whose firmware does not support Sanitize or Secure
Erase. Each drive is wiped with the method selected in its dropdown (default: single-pass Zero Fill)

Meets NIST SP 8( 8r2 Clear (standard write interface)

¥ /dev/sda Fanxiang S101Q 256GB BLOCK WIPE RAID LUN Zero Fill

smoe— 1. Click [NIST Purge] 2. Click [Continue]

se Sample: 100% B Hide Block Wipe

Email log to: Report server:

oo NIST Purge onDoD 5220.22-M B cert Info... ) Destroy...

= Continue

@ sleep , Re-detect B select all @ Help [Light] Sound Summary Popup | Test O qQuit




Click [Start Erase]

[@\J Parted Magic — Erase

Confirm Erase

NIST SP 800-88r2 PURGE MODE ACTIVE

@ Ssystem clock: 2026-10-06 09:30:12 — the certificate and logs use this time

DRIVES SCHEDULED FOR ERASE

/dev/sda Fanxiang 5101Q 256GB

# | understand this is permanent — authorize erase of the listed drives.

1. Set the checkbox to ON

+ Back @ quit

2 Confirm

Set clock...

BLOCK WIPE

2. Click [Start Erase]

P Start Erase



Data erasure complete — Click [Save & Close

@ Parted Magic — Erase

4 Results

;m Erase Complete

ERASE RESULTS

® /dev/sda Fanxiang S101Q 256GB BLOCK WIPE  Successfully Erased

LOG FILES

Advanced Log:
Basic Log:
CSV Log:
Certificate 1:

i View Log B view Certificate . Erase Another Save & Close




Click [Yes] — [Quit] — [Turn Off Computer]

Exit without saving the logs and certificates?

They exist only in RAM (fhome/partedmagic) and will be PERMANENTLY
LOST when this machine powers off or reboots. Use Mount and a save

< b1

directory to keep them.

= Session

< L3

2 Twim O { G il oF




18

The data on the SSD has now been securely
erased.
Thank you for your work.
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